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Abstract

Ethics is so important to the integrity and sustainability of the worldwide banking system. It’s all about confidence, 
and this confidence is the priority of the board. The board is the ultimate custodian and needs to have a plan to 
both access and evaluate the ethics which drive the banking organization. This paper outlines and suggests a 
path for board engagement and participation in a meaningful and transparent fashion.
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About PRMIA Institute

PRMIA Institute – Industry Nexus for Risk Standards

The PRMIA Institute serves the global risk management community with leading thought, peer-vetted 
research, and stewardship of the risk management profession.

All this allows the Institute to be a research partner with the knowledge and network to bring success 
to your analysis.

We partner with individual organizations as well as multilateral funding initiatives.

Our work is centered on applied research.

We help your risk organization navigate complexity and aim to:

• Advance thought leadership in risk management and develop standards of practice for risk management.

• Promote understanding of the field, both from a practice and policy perspective.

• Work with private and public entities on applied risk management related research.

• We have experience in design and management of work packages of larger funding initiatives.

• Our PRMIA expert network and the PRMIA Institute senior advisors are industry leaders with vast 
experience.
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1. Introduction

The word ethics is derived from the Greek word ‘ethos,’ which means character. The never-ending 
litany of banking scandals (Wells Fargo fake accounts, Citigroup, HSBC, US Bancorp, Den Danske, 
Commonwealth Bank of Australia money laundering, and BNP sanction busting, to name a few) have 
reinforced public perception that there is no character or ethics in banking, just plain greed and willful 
blindness. This perception of failure is a damning condemnation of both board and management to execute 
a clear message of intention of what ethics means and its contribution. The mere attestation of a 150-page 
employee handbook is not good enough to both inform and reinforce ethical behavior. The pressure is on 
for the board to independently and proactively provide a sustainable ethical governance and oversight.

The question facing banks’ boards is how to ensure that the character/values encapsulated on the bank’s 
moral compass are being enshrined in the everyday thinking of the bank’s operation. In other words, the 
board needs to know if it is on the right track and perhaps the right station. Governance and oversight 
can take you only so far, and with an increased fiduciary duty, boards who place their faith in senior 
management need a multitude of mechanisms to verify this fidelity.

The moral question facing the board is how far can it go in its actions before becoming a constraint on the 
actions of the senior management team; achieving a balance is paramount.

This balance is predicated by the following how and why questions:

In order to understand the role of ethics, we must first explain and examine what ethics is and how it plays 
such an important role in banking.

• How does the board: 

• What does the board do if it suspects that the cultural risk behaviors are happening? 

 o offer an effective credible challenge to management on cultural issues?

 o learn of deviations from the institution’s core values taking place i.e., a developing rogue culture?

 o keep ethical principles at “front of mind” when making its decisions?
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Ethics is a system of rules and standards of conduct for the organization and its personnel. It is the 
cornerstone and driving force for culture and conduct. In essence, it is doing the right thing, regardless of 
loss of revenue or profit.

Ethics is embodied into three pillars of the organization.

These factors above drive the ethical performance and can shape and inform so that a) ethical behavior 
can become a competitive advantage that can help the bank to expand its reach and increase revenue, b) 
the reputation and positive image of the bank can be improved, making it resilient and sustainable and c) 
respect can be commanded, core values reinforced, and behavioral conduct maintained.

Therefore, given these factors above and any deviation, we can obtain an understanding of what constitutes 
Bad Ethics, leading us to examine the warning signs that exhibit these symptoms.

Easily observed, such as buildings, dress codes, logos, mission statements, formal goals, annual 
statements 

Norms, ideologies, charters, and philosophies of the organization

Determination of perceptions, thought processes, feelings, and behavior

A.  Artifacts: 

B.  Values: 

C.  Assumptions: 

2. What is ethics

Warning signs or red flags are indications that something is amiss in the ethics compass of the organization. 
This determination can either be very subtle or very obvious. The starting point is a regular review by the 
board (health check) of the organization’s core principles and values with a view to assessing whether 
they are aligned to business strategy and cascaded through the business. Ethics is communicated by all 
actions of the organization but preeminently by the actions of its staff. The staff are the messengers, and 
their actions speak louder than words in the proclamation of an organization’s ethics. 

In order to execute this regular review, the board needs undiluted management information from the 
organization in relation to ethics, conduct, and culture to make this judgement call. A lack of transparency 
or a massaging of information by senior management are tell-tale signs of potential problems, transmitted 
down the organization. 

3. Warning signs
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A fully informed board can look for consistent trends for warning signals displayed in employee exit 
interviews and terminations, whistleblower reports, customer complaints, media reports, blogs, regulatory 
findings, and lawsuits. 

The board should also be aware of the following factors which can have a negative impact on the ethics 
program. 

• Incentivized compensation programs that reward short-term factors and are based purely on 
revenue generation. The board needs to focus on the incentivized “values,” those values which can 
be distorted. Culture risk arises when performance management systems become misaligned with 
the organization’s written value statement. This misalignment can quickly lead to misbehavior—
invalidating stated core values.

• An ethics hotline that does not work because the employees have no trust and believe that there 
is nothing anonymous about the mechanism. 

• A domineering CEO that has no time to attend board meetings and has adversarial relationships 
with his fellow executives. The tone at the top. 

• Mergers and acquisition and the meshing of two cultures can cause major issues as executives 
and their culture may not align and be more disposed towards vested interest.

• An over-published ethics program which purports to be all things to all people. The more that it is 
broadcasted may mean that there it is used more a marketing gimmick than anything else.

• Scorecard/metrics on values (see section 5)

• Demonstrate credible challenge (see section 15)

• Employee behavioral competencies

• Evaluation of senior management

Now that we have captured what bad ethics can look like, we need to articulate how the board can get in 
front and put the necessary measures in place before it can reach that stage. All the measures outlined 
below have value and can be used in tandem with one another. The larger the organization, the more the 
board can avail itself of the specialized measures.

These measures are not based on any hierarchical order and can be found in the following sections as 
follows: 

4. Measures to be taken

1.  Evaluation and assessment

2.  Behavioral competences
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• Governance structure (see section 6)

• Special Secretariat (see section 7)

• Inspection Department 

• Actively court complaints

• Actively rewarded whistleblowing

• Independent help

• Turnover and retention

• Hotline activity

• Market breaches

• Committee effectiveness

• Message surveillance

• Customer reviews

• Customer complaints

• Employee surveys

• Third party surveys

• Regulatory exams

• Social media opinion

3.  Organizational structure

4.  Monitoring and report

5.  Scorecard/metrics on values and report

Ethics is encapsulated in values which further underpins culture, a value statement recognizes the 
fundamental beliefs of the organization. These guiding principles dictate behavior and can help all 
stakeholders understand the differences and sets the organization apart from the competition by clarifying 
its identity and serving as a rallying point for employees. Core values are the deeply ingrained principles 
that guide all of a company’s actions; they serve as its ethical cultural cornerstones. Integrity and trust are 
the two core values in banking which are instrumental in the maintenance of an effective ethics program. 

Core values need to be integrated into every employee-related process and reinforced by means of “value 
standards” which are embodied by means of metrics. These metrics will be behavioral driven and checked 
by means of surveillance tools which can interrogate all messages within the organization. Culture risk 
should have well-thought-out metrics that make organizational sense and be capable of being incorporated 
into a scorecard.

Internal and external data — gained through observation, questions, communication, and documentation 
— can help each firm rank and weigh its ethics risk by means of a scorecard. While a scorecard can 
enable an organization to gauge its ethics and implement improvements and controls, it is just a tool. Every 
employee, regardless of stature, should understand his or her role with respect to ethics — and, what’s 
more, those responsibilities should be evidenced by their interactions with one another and the outside 
world. Human Resources (HR) should gather and collate information derived from questionnaires, surveys, 
social media platforms, regulatory findings, outside audits, customer complaints, and resolutions.

The metrics to be incorporated into the scorecard include the following. It would be up to the organization 
to decide on relevancy and weight within the overall scorecard.
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Board members must ensure that the governance structure is fit for purpose. This testing and evaluation 
means challenging executive management and their understanding of the efficacy and structure of control 
functions within the organization (e.g., independent risk, compliance, and first line of defense organizations) 
and their relationships to the line of business. The state of culture risk will often depend on the structure and 
strength of the bank’s risk management organization. The risk committee of the board bears a particular 
responsibility to ensure that the members of the bank’s risk organization are able to effectively do their jobs, 
as well as escalate issues, without hindrance. 

To ensure compliance, business and control groups must collaborate, and the board needs to ensure that 
the audit function plays a key role in reinforcing corporate values. The board needs to be able to discuss 
and evaluate the cultural risk mitigants with audit— e.g., active leadership, knowledge management, and 
employee commitment — currently being employed. The mandate of the audit team should be shaped to 
determine (1) how information is shared and disseminated within the organization; (2) how robust the review 
and challenge is for both decisions and decision makers; and (3) how active participation in meetings is 
both encouraged and respected. Audit should also evaluate the competency and the control structure 
of compliance and risk management, with a view toward understanding if these control functions are 
furthering corporate values.

The compensation committee of the board can ensure that financial, risk management, and corporate 
culture goals are properly aligned when making incentive compensation decisions and have the ability 
to retroactively nullify and claw back retract past performance awards with impunity. This impunity 
can also extend to pensions and other long-standing financial incentives.

Moreover, boards should consider ensuring that a committee of the board has specific jurisdiction 
over ethics, culture, and conduct. This committee should, among other things, oversee management’s 
efforts to create and nurture a culture of compliance, ethics, proper conduct, and ethical decision-
making throughout the organization.

6.  Governance structure

a.   Control influence

b.   Compensation

c.   Jurisdiction

• Understanding the control functions’ capability and competency revolves around certain questions 
which have to be asked by the board, and then tested and verified.

• How does the firm communicate to staff operating within the first line of defense, their 
responsibility for decision making in accordance with the firm’s ethical code? 

• Does the second line of defense have the respect, and does its conduct and decision 
making reflect the ethical considerations of the organization?

• Do the committees and working groups in which business decisions are made contain 
adequate and appropriate control function representation?  
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Boards are often overwhelmed with information to review in preparation for board and committee meetings. 
This is particularly true of those directors sitting on audit or risk committees. It is critical that boards insist on 
receiving timely, clearly presented, concise, and pertinent information on high-risk areas. The latter include 
such issues as possible consumer protection regulatory violations, market manipulation, and all conduct 
risk areas that carry significant reputational risk. 

In order to do this, the board needs a dedicated team independent of senior management enabling the 
researching of issues and the ability to fully access employees, particularly to all areas of management. 

The secretariat should be able to contact other bank staff members—beyond senior executive management—
to pose questions and obtain more detailed information and a different perspective.  The secretariat can 
receive the required “color commentary” on a situation.

Direct interaction with employees provides more informed judgments and balanced viewpoints, while 
avoiding overly filtered information flows. It further allows for an additional avenue for the escalation of 
issues within the organization.

A separate and independent department staffed by experienced professionals should be woven into the 
control structure of the organization with dual reporting lines both to senior management (ie, CFO) and to 
an independent non-executive on the oard. This department should have a mandate to inspect problem 
areas before those areas become problem areas. This department should be seen as the culture vultures 
in maintaining the cultural standards of the organization. The value is that they can become the eyes and 
ears of the board. 

This inspection department needs to be backed up with technology and have a scalable surveillance tool 
driven by artificial intelligence which can interrogate the message mechanisms of the organization. All forms 
of communication will be included in the surveillance with a lexicon built on analyzing tell-tale signs of bad 
behavior.

A subset of the inspection department would be the concept of secret bankers.

Much like the concept of secret shoppers within retail, these specialized bankers are parachuted into areas 
of concerns, i.e., high profitable areas, to understand if the drivers are compatible with the ethics or are 
there underlying pressures dictating otherwise. These specialized bankers should be trained to understand 
and observe whether the working practices are compatible with the ethical behavior espoused by the bank.

The most valuable asset to a firm is its personnel, and the way that they are treated is a reflection of both 
culture and ethics. This reflection is the face of the organization, a happy face is the best face, and is this 
evidenced both in training and in performance management.

7.  Special secretariat

8.  Inspection department

9.  Employee behavioral competences
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Training 

Performance management

• How does the firm encourage and reward staff to develop relevant skills and progress their 
careers? 

• What value does the firm place on training relating to its values, and how is this training exercised?

• How are ethical considerations incorporated within training and development programs? 

• How does the firm incorporate or take account of its ethical values and standards in its objective 
setting, appraisal, and promotion processes? 

• How is feedback from conduct and behavior factored into compensation decisions? 

• How does the firm undertake quality assurance in relation to compensation decisions to ensure 
consistent ethical standards? 

Board evaluation of senior management means understanding their actions and how quickly the 
organization effects and reacts to change — particularly with respect to escalation and incident reporting. 
Contingency planning (e.g., assessing various scenarios of cultural threats) also falls under the auspices of 
senior management, whose performance should be at least partly evaluated based on their effectiveness 
in dealing with real-world cultural incidents.

Moreover, the board should assess whether the actions of the senior management reinforce these ethical 
values and ensure that promotion operates both inside and outside the work environment

The board should evaluate the senior management of human resources who need to be the custodians of 
these corporate values and metrics. Making sure that the organization’s policies and procedures align with 
such metrics is one of the responsibilities of HR, which also must ensure that working conditions (e.g., tools 
and equipment) are reflective of corporate values and ethics and that the organization promotes change 
and innovation through cultural training and education.

Constitute a department whose essence is to discover the root cause and categorize the complaints. 
The complaints should be risk ranked and/or accessed by volume and be readily communicated to the 
board. Moreover, complaints should be actively encouraged with reimbursement for the time and effort. 
It should not be used to either excuse or exonerate bad behavior/practices but with a purpose of actively 
understanding the underlying causes.

The why is important here because the complaint system covers the entire ecosystem in which the 
organization operates in and covers shareholders and stakeholders alike.

10.  Evaluation of senior management

11.  Actively court complaints
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Instead of the regulator rewarding the whistleblower, there should be a monetary incentive to disclose 
internally. Since whistleblowing is regarded as a career-ending event, the monetary consideration should 
be at a level to compensate for such a termination. Not only will this avoid the intense focus of social media 
but will set the tone from the top, for employees to challenge bad behavior, without enduring both stigma 
and financial loss. This is a difficult dilemma for the board as this is seen as more of an internal affair that 
should be addressed by senior management. 

When the board needs reassurance, it needs the mandate to request the assistance of outside independent 
firms and engage them to work directly for the board to review the issue. The trick here is to message the 
narrative, that is not an undermining of the senior management team buy to employ a wider perspective to 
the challenge. 

Use Case: Risk Policies and Procedures should be reviewed by a policy and procedures specialist rather 
than an auditor. The author is not suggesting that the auditor is any less worthy of execution, but an 
experienced policy and procedures expert is independent of the organization and offers a different industry 
perspective which can be more objective and offer greater clarity and has no ties to any existing relationship. 
This approach can be beneficial in that it opens up and challenges existing precedents which may or may 
not be either relevant or current in the present operating environment. 

By digging deeper into areas beyond what is presented by management, the board with outside counsel 
will be more informed and industry-led, helping drive an agenda that is forward thinking and proactive.  

Use Case: However, this approach has led not always found favored group for in the case of Boeing, 
the whistleblowers where it seems not welcomed by the regulator and much less by the Board. The 
Boeing Company is an American multinational corporation that designs, manufactures, and sells 
airplanes, rotorcraft, rockets, satellites, telecommunications equipment, and missiles worldwide and is 
the largest exporter in the United States by dollar value. Boeing merged with McDonnell Douglas and, 
following regulatory approval, this was completed on August 4, 1997.1“ In 2020, Quartz reported that after 
the merger there was a “clash of corporate cultures, where Boeing’s engineers and McDonnell Douglas’s 
bean-counters went head-to-head,” which the latter won.”

The whistleblower, an engineer at Boeing, alleges that over three years after two MAX model 737 planes 
crashed, the company still will not admit to lapses in compliance with federal safety standards. The 
whistleblower maintains that the two main culprits of the continuing disaster are the FAA leadership and 
Boeing’s changed corporate culture. Boeing’s CEO resigned and was replaced quickly after the House 
Transportation & Infrastructure Committee began its investigation. According to the whistleblower, this was 
not close to enough to change the profit-first culture that exists at the top levels of the company. Maybe it 
is a case of being too big to be embarrassed.

12.  Actively rewarded whistleblowing

13.  Independent help

1  //  Wikipedia Boeing
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Credible challenge: An approach that directors adopt to ensure management accountability by asking 
questions and collecting information by any means necessary to satisfy themselves that senior management’s 
actions are in line with the ethical values that the organization advocates. Credible challenge needs to be 
evidenced in the board meetings by means of minutes, review of existing policies and procedures, and 
emails that include questions for senior management.

Credible challenge should also be evidenced within the written documentation of the organization, and 
this is something that the board should be able to ascertain. Business requirement, functional requirement 
documents should have a section devoted to questions and answers to display the rigor of the review and 
challenge, and the board should ask for samples of material documents which evidence this approach.

If the board has a concern about an issue, particularly one involving cultural risk, the board needs to 
make certain that the concern is documented to ensure that there is proof that a challenge was made to 
executive management.

All these measures are proactive and involve very little cost in implementation. The importance driving 
these measures is a change in mindset -- a mindset which needs to be objective and to actively rush 
towards the fire with a plan to extinguish it. Instead of public opinion determining the organizational ethical 
values, the boards must now step up to better understand the behaviors of the organizations and actively 
pursue a stewardship which involves an independent and objective framework to understand if all is well.

14.  Demonstrate credible challenge

15.  Conclusion
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